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[bookmark: _GoBack]SentinelOne Endpoint Detection and Response

A true breakthrough in IT security, SentinelOne EDR is the first and only solution designed to predict threat behavior and block attacks the instant they strike. Powered by our predictive execution modeling engine and military-grade cyber defense technologies, this cross-platform endpoint suite provides unparalleled protection against today’s advanced threats and future attacks. 

True Behavioral Detection and Real-Time Protection
· Monitors endpoint activity and gives you full visibility at all times, using a lightweight client that never slows performance 
· Detects threat behavior and predicts the next move with phenomenal accuracy 
· Blocks and removes advanced threats automatically, in real time—unlike products that just alert you to threats
· Secures the most platforms, so you can unify protection across Windows, OS X, Android, and soon iOS and Linux 
· Works with your existing endpoint antivirus security and integrates with your firewall, IPS, network security, and more
· Improves security, speeds response time, and minimizes management with one automated solution for desktops, laptops, tablets, smartphones, servers, VDI, critical infrastructure, like SCADA, and embedded systems, like point-of-sale  


WHY IS IT REVOLUTIONARY?
Dynamic Prediction
SentinelOne EDR is the first and only solution to predict the attack sequence—a giant leap in security innovation. The predictive execution modeling engine determines what the threat is likely to do next, based on attack patterns, malware techniques, and up-to-the-minute crowdsourced threat intelligence. With dynamic behavioral patterning, SentinelOne security is able to sort, optimize, and match the type of attack with superior accuracy. 
Faster Detection
Unlike antivirus solutions that focus on static signatures and known binaries, SentinelOne EDR is focused on threats and how they behave. The lightweight native client monitors all endpoint activity, both on and off network, tracking each newly-created process from beginning to end. By building a full context around every process execution path in real time, our predictive execution modeling engine detects, predicts, and blocks threat behavior—instantly. 
Automated Defense 
By predicting threat behavior, SentinelOne EDR can move ahead of the attack and block its next move. This proactive defense system is fully automated to stop and remove malware without delay. In most cases, it prevents infection and eliminates the need for incident response—delivering much more than other EDR solutions<link to competitive matrix> that stop short of remediation. 
Full Remediation 
SentinelOne EDR goes the full distance, automating remediation and threat removal. By rapidly responding to active malware infections, it reduces dwell times and minimizes damage. Other EDR products will just alert you to a new attack and provide recommendations on how you might be able to block and remove the malware yourself. This will significantly add to your costs in terms of prolonged data theft and administrative overhead.

Hacker Proof
SentinelOne EDR is immune to evasion techniques used to bypass network security because our core detection engine runs on the endpoint, the attacker’s target. It sees what is happening on your device and responds based on dynamic real-time data versus static signatures, IOCs, or whitelists. It doesn’t need prior knowledge of a specific binary to block an attack, making it the first true defense against one-of-a-kind advanced threats and targeted attacks. 
Extensive Coverage
SentinelOne covers all vectors and detects all variants based on behavior patterns and techniques, like heap spray, memory modification, and disk payload drops. Using behavioral logic, it even detects new patterns of attack to catch zero-day and polymorphic malware designed to slip past AV security, breach detection systems, and sandboxing.  
No Delays
A thin client runs on every endpoint without slowing performance. Unlike high-volume antivirus scans that interrupt system processes, our agent simply observes, trailing the processes, not delaying them. SentinelOne EDR is also fully distributed, since each endpoint is secured by its own client. This turns every endpoint into a detection sensor, improving protection and eliminating throughput issues, a common problem with network-based security.
Low Maintenance 
Every step is automated—to speed response times, minimize damage, and reduce administration. All infections are signed, pushed to your endpoints, and shared with the crowdsourced SentinelOne community. This intelligent, built-in response chain minimizes the time and cost to manage security across all endpoints, local and remote. A central management console and real-time reports give you full visibility and forensic tools, accessible from any device, anywhere.  
Custom Fit
With the broadest platform support available, SentinelOne ensures universal protection across all endpoints on Windows, OS X, iOS, Android, and soon, Linux. Depending on your needs, it can be deployed in a private cloud or as a virtual appliance. Sentinel’s IT pros do the installation and configure the agents for you—so security is optimized for your IT environment. SentinelOne EDR also integrates with your existing SIEM or logging solutions and can be configured to communicate with your firewall or IPS to block attacks at the gateway.
<Insert platform logos here>
<Insert final competitive matrix – caption and image TBD>
<RIGHT SIDEBAR>
Our Solutions
> Adaptive Threat Protection
> Automated Response and Mitigation
> Universal Platform Protection

Key Features
· True behavioral detection
· Social engineering protection
· Drive-by download prevention 
· Targeted attack detection 
· Exploitation prevention
· Automated threat removal
· Cross-platform support
· Endpoint remote control
· Real-time forensics
· Lightweight client
· Unified console
· Integration with SIEM or logging solutions
· Complementary to existing security
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IT experts say…

Netflix
“Signature-based endpoint security solutions were never a great solution, and the convergence of cloud, consumerization and always-mobile means that endpoint protection is more important than ever. SentinelOne’s unique lightweight agent-based solution, combined with the management console and global threat feed, is the solution that we’ve been waiting for.”

Netflix
Former VP of IT Operations, Mike Kail

Yahoo!
“I believe SentinelOne represents the future of APT detection. Targets of APTs that have deployed the leading centralized solutions are starting to deal with their serious downsides. SentinelOne solves these problems by running on the targeted host and detecting successful compromise.”

Yahoo
CISO, Alex Stamos

Box

“With the onslaught of malicious actors deploying advanced malware and the limitations of existing antivirus software, SentinelOne is providing a critical solution to this problem. A solution that will benefit the entire industry.”

Box
Chief Trust Officer (former Symantec CISO and SentinelOne advisor), Justin Somaini
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